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NEW ROCHELLE PUBLIC LIBRARY
INTERNET ACCESS POLICY

Purpose

For assurance of service, security, and legal compliance in relation to the use of
Library-provided Internet Access, both using Library-owned computer terminals
("Library-owned Computers"), and via hard wire, WiFi, and loaned "Hotspots", the
Library adopts this Policy on Patron Access of Library-provided Internet Services.

Compliance

New York regulations’ require that the Library provides equipment, technology, and
internet connectivity to address community needs and facilitate access to information.

New York Education Law Section 260 requires that the Board of Trustees of a public
library, which provides public access to the Internet, establish a policy governing patron
use of computer terminals which access the internet.

The federal E-Rate program requires assurance of compliance with the Child Internet
Protection Act ("CIPA").

Strategic Plan

The Library's Strategic Plan currently identifies the following objectives regarding
equipment, technology, and internet connectivity to address community needs and
facilitate access to information:

1. Invest in upgrades to the IT, security, and communications infrastructure, such as an
enhanced virtual server environment, cloud-based software, telephones, and an Internet
Protocol camera system

2. Replace all IT equipment that is greater than 5-years old to be in compliance with the
Library’s standard operating procedures

3. Expand WiFi coverage and WiFi Hotspot lending for flexible and convenient off-site
and on-site public computer use
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4. Purchase and install relevant equipment for meeting rooms and computer labs and to
begin offering a mobile training lab, such as Smart TVs, laptops, presentation, and AV
equipment

5. Continue to digitize the Library’s local history collection, including photos, postcards,
news clippings, and other local artifacts and expand upon the collection’s electronic
index

6. Expand creative spaces to include music and audio creation for the public and
provide appropriate tools for creating virtual programming, like YouTube video
production, social media, and Zoom webinars.

Poli verning Patron f Librarv-own m r

1. Patrons who have a library card in good standing from any Westchester Library
System member library are able to utilize Library Computers.

2. Use of a Library-owned Computer is based on a first-come, first-serve basis; when
demand is high, a time limit of one hour may be set.

3. Library-owned Computers with access to the Internet are a library service governed
by the Library's Patron Code of Conduct, as well as this Policy.

4. Any content generated by a patron on a Library-owned Computer that can only be
accessed by the Library is a confidential library record that will not be shared by the
Library with any third party, unless the patron signs a waiver or such disclosure is
compelled by subpoena or court order per CPLR 4509.

5. Use of a Library-owned Computer is at the risk of the patron. Computers may
cache information entered into them and that information may be available to a
subsequent user; care should be taken to remove any sensitive information from the
browser and the computer prior to finishing use. Work product saved on a Library
computer should be removed by the patron and/or stored on a secure service, storage
medium, or device.

6. Any attempt to sabotage, key-stroke log, intrude, circumvent security, or otherwise
disrupt or illegally access a Library-owned Computer is a violation of the Code of
Conduct.

7. Minors, ages 10 and under, must be accompanied by an adult when at the Library,
including when accessing a library-owned computer terminal with access to the Internet.
This accompaniment presumes adult supervision when a minor is utilizing electronic
mail, chat rooms, and other forms of direct electronic communications via a
Library-owned Computer.



8. Library-owned Computers with access to the Internet use appropriate technology to
limit the likelihood of users accessing visual depictions that, according to CIPA, are (a)
obscene and/or (b) contain child pornography and pornography. This technology
changes from time to time and will be listed on the machine and/or browser that is in
use.

NOTE: CIPA allows the Library to disable technology protection measures during use
by an adult to enable access for bona fide research or other lawful purposes. To request
such modification, see the Reference Librarian on duty.

9. Any person found to have used a Library-owned Computer with access to the
Internet to perpetrate a crime shall be barred from such use per the Code of Conduct
after an appropriate evaluation of the activity.

f Librarv-provi Intern

1. In addition to providing access to the Internet service via a Library Computer
Terminal, the Library provides Internet services throughout the Library's two buildings
(both WiFi and hard-wired), and via various hot spot devices, including devices that may
be borrowed. Such services are "Library-provided Internet."

2. Library-provided Internet is a confidential library service.

2.1. ldentifying information such as names, IP addresses, packet information,
dates and times of use, and resources access, is regarded as confidential library
record, and will not be shared by the Library with any third party unless the
patron signs a waiver, or such disclosure is compelled by subpoena or court
order.

3. The Library reserves the right to limit or impose further conditions on access that will
risk the security of the Library's assets, slow down services, or show patterns of use that
lead the Library to conclude the service is being used for illegal activity.

3.1. Examples of "patterns of use that lead the Library to conclude the service is
being used for illegal activity" are: heavy traffic typical of a denial-of-service
attack, penetration testing, bot and/or Al deployment to scrape mass content, use
of the Library's address to mask the origin of other traffic, and other types of
activity identified by qualified experts and/or law enforcement.

4. In general, more than 10 gigabytes of data transferred in any 24-hour period, via any
combination of Library-provided Internet methods, may result in disruption of service.

5. Any person found to have used a Library-provided Internet to perpetrate a crime shall
be barred from such use per the Code of Conduct after an appropriate evaluation of the
activity.



Internet Safety Policy Required by Law

When the Library receives discounts for Internet access and internal connections on
Library-owned computer terminals per the federal E-Rate program it must certify that an
"Internet Safety Policy" is being enforced.

The certification must attest:
(i) The Internet safety policy adopted and enforced pursuant to 47 U.S.C. 254(h)
must include a technology protection measure that protects against Internet access
by both adults and minors to visual depictions that are obscene, child pornography,
or, with respect to use of the computers by minors, harmful to minors. The library
must enforce the operation of the technology protection measure during use of its
computers with Internet access, although an administrator, supervisor, or other
person authorized by the certifying authority under paragraph (a)(2) of this section
may disable the technology protection measure concerned, during use by an adult,
to enable access for bona fide research or other lawful purpose.
(ii) The Internet safety policy adopted and enforced pursuant to 47 U.S.C. 254(l)
must address all of the following issues:
(A) Access by minors to inappropriate matter on the Internet and World Wide
Web;
(B) The safety and security of minors when using electronic mail, chat rooms,
and other forms of direct electronic communications;
(C) Unauthorized access, including so-called “hacking,” and other unlawful
activities by minors online;
(D) Unauthorized disclosure, use, and dissemination of personal information
regarding minors; and
(E) Measures designed to restrict minors' access to materials harmful to minors.
This obligation and certification varies based on the use of E-rate from year to year.

This Library Internet Access Policy operates in part to meet these obligations.

Adopted by the Board of Trustees on December 11, 2025
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